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Abstract—Monitoring terrorist groups and their suspicious
activities in social media is a challenging task, given the large
amounts of data involved and the need to identify the most
influential users in a smart way. To this end, many efforts have
focused on using centrality measures for the identification of
the key players in terrorism-related social media networks, so
that their suspension/removal leads to severe disruption in the
connectivity of the network. This work proposes a novel centrality
measure, Mapping Entropy Betweenness (MEB), and assesses
its effectiveness for key player identification on a dataset of
terrorism-related Twitter user accounts by simulating targeted
attacks that remove the most central nodes of the network.
The results indicate that the MEB affects the robustness of this
terrorist network more than well-established centrality measures.

I. INTRODUCTION

Social media networks, e.g. Twitter (http://twitter.com) and
Facebook (http://facebook.com), have globalized the commu-
nication among people of different nationality, religion, culture
or residence. On the other hand, though, due to their great
power and reach, they have proven to be a very useful tool for
terrorist organizations in their effort to recruit and radicalize
new members, raise new funds, organize strategic operations
and exchange information that can be exploited for subver-
sive use [1], [2], [3]. Law Enforcement Agencies (LEAs)
are thus interested in monitoring terrorist-related activity in
social media networks, where the problem is to identify the
most influential user accounts, known also as “key player”
discovery [4]. Special attention has been paid to Twitter, that
has attracted several terrorist communities [5], [6], [7], where
a Twitter user is considered to be a key node if he/she has a
central role in promoting terrorism-related material.

Many complex technical and real-world networks, ranging
from computer science to molecular biology [8], including
social media networks such as Twitter [9], exhibit a scale-free
topology [8], [10] characterized by a highly heterogeneous de-
gree distribution, which follows a power-law. These so-called
scale-free networks are very robust to random attacks, but they
are very vulnerable when targeted attacks are performed [11]
at their most central nodes (key players), in an attempt to
destroy their internal connectivity and turn them into a set of
isolated smaller networks. An attack on a scale-free network
may be triggered not only by malicious intentions (e.g. to
breakdown the connectivity of a computer network), but also
by incentives beneficial to the society (e.g. to prevent disease
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propagation). Hence, the scale-free topology, can be exploited
so as to perform attacks on the most central users playing a
vital role in the information exchange with the goal to spread
their propaganda. Such an attack could remove or suspend
user accounts considered as potential sources for disseminat-
ing terrorist-related information, and can be executed by the
collaboration of LEAs with social media organizations.
Several approaches proposed for detecting key players in
a complex network mainly focus on utilizing different cen-
trality measures. Degree centrality is based on the size of
the neighborhood, betweenness centrality on the percentage of
shortest paths crossing a given node, and closeness centrality
on the average distance of a given node to all others [12].
The eigenvector centrality takes into account the centrality
of all nodes in the neighborhood of a given node [13] and
is closely related to the PageRank centrality [14], where the
centrality of a node is a function of the weighted centralities
of the node’s neighborhood. Mapping Entropy [15] weights
the degree centrality of a node, using the entropy of the
degree distribution on a local level. Moreover, the k-core of
a network (i.e. a linked set of nodes with degree at least k)
has also been used to locate influential nodes in a network
[16]. Given though that its computation is degree-based and
does not consider the shortest paths that cross a given node,
it is not appropriate for the case of terrorist-related networks
where the key players show high betweenness centrality [4].
Many works have examined the network structure of terror-
ist organizations. One of the early efforts examined the social
connections of the 9/11 hijackers and their accomplices and
detected the ring leaders of the terrorist attacks based on their
network structure [17]. Later work emphasized the use of so-
cial network analysis for understanding the core characteristics
of terrorist groups [18]. More recent research has focused on
explaining the survival mechanisms of the Global Salafi Jihad
terrorist network, and concluded that its scale-free topology
constitutes a major factor for its ability to remain active,
even after being severely damaged by the authorities [19].
Furthermore, several research efforts have studied the use of
social media, and especially Twitter, by terrorist organizations.
These include a study on Twitter’s role in facilitating (i) the
Mumbai (2008) terrorists to execute their attack by monitoring
and utilizing situational information broadcast through Twitter
[51, (ii) the Islamic State’s strategy for communicating their
propaganda for radicalizing and recruiting Twitter users [6],
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and (iii) feeder accounts of terrorist organizations from the
Syria insurgency zone for exchanging information [7].
Contrary to the aforementioned studies that simply perform
a statistical analysis of the topology and connectivity of the
network structure, we examine the scale-free properties of a
terrorism-related social media network in order to detect the
most operationally critical accounts. Our main contribution
is the proposal of a novel centrality measure for key player
identification, namely Mapping Entropy Betweenness, aiming
at the efficient identification of central nodes (Section II), and
assess its effectiveness by simulating targeted attacks, using
several centrality measures and the random attack scenario on
a dataset of terrorism-related Twitter accounts (Section III).

II. IDENTIFYING KEY PLAYERS

This section presents the necessary background in identify-
ing the central nodes in a complex network and introduces the
MEB centrality measure.

A. Background and Notation

Given an undirected network G(N, L) with N nodes and
L links, the degree of a node ny, deg(ny), is the number of
its adjacent links. The adjacency matrix A has values a;; = 1
if node n; and node n; are connected and a;; = 0 otherwise.
The node nj can at most be adjacent to N — 1 other nodes
and the degree centrality (DC) is defined as [12]:

deg(ng)

- N-1

The betweenness centrality (BC) [12] of node ny is based
on the number of shortest paths g;; (ng) from node n; to node
n; that pass through node nj to the number of all shortest
paths g;; from node n; to node n;, summed over all pairs
of nodes (n;,n;) and normalized by its maximum value, i.e.:
(N2 —3N +2)/2:
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The distance d(n;, ny) between any two nodes n;, ny is the
number of links in a shortest path connecting the two nodes.
Closeness centrality (CC) [12] of node nj is defined as the
inverse of the average distance to all other nodes n;,i # k:

N -1
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The eigenvector centrality (EC) [13] of node nj quantifies
the influence of node nj, by taking into account the eigenvector
centrality of the neighbors of nj. Eigenvector centrality is
provided by the eigenvector which corresponds to the greatest
eigenvalue of the adjacency matrix A.

Google’s PageRank (PR) [14], introduced to measure the
importance of a Web page, is defined for node nj as:
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where d is the damping factor (typically set to 0.85), L(n;) is
the number of links to node n; and N (ny) is the set of nodes
connected to node ny, referred to as the neighborhood of ny.
The neighborhood N (ny,) of ny, has been also used to define
the Mapping Entropy (ME) centrality, which has recently been
proposed [15] as a function of the degree centrality:

Z log DC;

n; EN(ny)

ME), = —DC,, 5)

Mapping Entropy is in fact the degree centrality DC}
weighted by the average Shannon information in the neigh-
borhood of node nj [15]. Based on this notion, we propose
a centrality measure that weights the betweenness centrality
BC), instead of the degree centrality DCy.

B. Mapping Entropy Betweenness (MEB) centrality

Degree and betweenness are not identical properties. A
node with high degree centrality (hub) has a large number of
neighbors, but its spreading capability is reduced if it is located
in the periphery of the network [16] and can only influence a
local neighborhood and not the whole network. The removal
of such a hub, will not necessarily affect the diffusion of
information within the rest of the network. In a terrorist-related
network, for example, information spread is based on nodes
who act as a bridge between any two members, even if their
degree centrality is low [20]. When a node acts as a bridge
between many pairs of nodes, then its betweenness centrality
is relatively high. For that reason, we focus on the betweenness
centrality of a node, which we further elaborate, by taking into
account the betweenness centrality of its first neighbors. An
efficient weighting scheme for the degree centrality is Mapping
Entropy [15], which we extend to a novel centrality measure,
Mapping Entropy Betweenness (MEB) centrality:

n; EN (nk)

MEB), = —-BCj (6)

The weight assigned to BCY, is the sum of all —log BC; over
the neighborhood of node ny, as motivated by Eq. (5). MEB
improves betweenness centrality, in analogy to the mapping
entropy improvement of degree centrality, by taking into ac-
count the neighborhood’s betweenness centralities. Intuitively,
one may think of a random walker on the network, standing
at node ny, who picks his/her next step with probability BC;
and sums the corresponding Shannon information — log BC.

C. Betweenness vs. Mapping Entropy Betweenness

To assess the potential benefits of introducing the neighbor-
hood’s nodes in the computation, we compare the effectiveness
of MEB over betweenness centrality for key player identifi-
cation in a network. To this end, we simulate targeted attacks
on the network, i.e. the sequential removal of its most central
nodes, to test which of the two centrality measures affects most
its robustness. First, the £ most central nodes are removed and
the size of the largest connected component is estimated; then,
the centralities are recalculated before removing again the
most central nodes. This process is repeated and the average
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Fig. 1: Decay of the largest connected component in targeted
attacks using the betweenness and MEB centrality measures

size decrease of the largest component is measured at each
stage, to gauge the impact of these attacks on the network.
Consider, for example, a randomly generated Barabdasi-
Albert network [8] with 3600 nodes and power-law exponent
3.02. The size of the network is selected so as to coincide
with the size of the network in our experiments described in
Section III. The results of a targeted attack scenario for k = 1
are shown in Figure 1 and indicate that the MEB centrality
is more effective than the betweenness centrality in the attack
scenario where the most central node is sequentially removed,
since MEB is able to reduce the size of the largest connected
component faster than BC. This indicates that weighting the
betweenness centrality of a node with its neighborhood’s Map-
ping Entropy results in a more effective centrality measure.
Regarding the complexity of the MEB computation, be-
tweenness centralities are computed once for all nodes and
stored as a node attribute, requiring memory complexity
O(N), so as to be able to rank all nodes by centrality.
The computation of MEB centralities is a simple logarithmic
function of the pre-computed betweenness centralities and
does not require any additional computation of other indices.

III. EXPERIMENTS IN A TERRORIST NETWORK

In this section, we initially describe the terrorism-related
social media dataset used in our experiments and then we
simulate several scenarios of targeted attacks on this network.

A. Dataset Description

We examine a social media network consisting of terrorism-
related Twitter accounts. Our data were collected through a
social media discovery tool executing queries on the Twitter
API (https://dev.twitter.com/) using a set of Arabic keywords
related to terrorists’ propaganda. These keywords were pro-
vided by law enforcement agents and domain experts in
the context of the activities of HOMER EU FP7 project
(http://homer-projet.eu) and are related to the Caliphate State,
its news, publications, and photos from the Caliphate area.

The dataset consists of 38,766 Twitter posts by 5,461 users.
A manual assessment of a sample of 100 posts indicated their
relevance to terrorism and, in particular, to the propaganda
spread by the Caliphate State; see Figure 2 for some examples.
When one user account in mentioned in at least one post
of another user, the two user accounts are linked together,
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Fig. 2: Tweets in Arabic posted by the most central users, also
translated in English. URLs are redacted for security purposes.

thus an undirected network is constructed. In this network,
we find the largest connected component (referred also as
the “giant component”) of 3,600 user accounts (nodes) and
9,203 links. Next, we examine which centrality measure is
able to detect the most influential Twitter user(s) and limit the
communication effectively within the terrorist network.

B. Results

The power-law behavior of the network’s degree distribution
is tested, in order to check whether the giant component is
vulnerable to targeted attacks. The power-law exponent is es-
timated to be v = 2.56 and is statistically significant, as stated
by the Kolmogorov-Smirnov test with p-value 0.7780 > 0.05.
Therefore, the scale-free character of the network allows for
performing targeted attacks on the most central nodes, in order
to make the network less operational. Figure 3a indicates that
the MEB centrality weakens the power-law behavior more than
betweenness centrality in the largest part of the attack process.
However, the network does not become less vulnerable to
targeted attacks and shows high robustness to random attacks,
as shown in Figure 3b. The considered Twitter network is not
a typical case of a Barabdsi-Albert network, where an attack
scenario on the hubs would quickly decompose the network
into isolated components, but it is structured in a “smart” way,
showing robustness to the simple removal of hubs.

The superiority of MEB centrality in the largest part of the
attack process is demonstrated in Figures 3b and 3c, where a
random attack scenario is performed (k = 1), using each of
the centrality measures listed in Section II. Similar results are
also observed for k = 2 and k£ = 3. For example, in the dashed
region (Figure 3b), the size of the giant component is reduced
only by 5% in random attacks, by 27.10% with closeness
centrality, and by 44-49% with the other centrality measures,
while using MEB the decrease is up to 50.01%. From the user
perspective, after a small number of node removals (approx.
1.5% of the total size), one should replace betweenness with
MEB centrality in her attack strategy, in order to further
destroy the connectivity in the largest connected component.
After 240 attacks, in all targeted attacks scenarios (Figure 3b),
more than 2/3 of the giant component has been isolated and
the remaining nodes do not play a key role in the network’s
functionality, since the maximum observed degree is less than
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Fig. 3:

9. In addition, MEB achieves the lowest half-life [21], defined
as the number of targeted attacks needed to reduce the size
of the giant component by one half. The half-life for the
MEB is 145 attacks, while the half-life is 154 attacks for the
betweenness centrality, 156 for the degree centrality, 150 for
the PageRank, 174 for the eigenvector centrality, 261 for the
closeness centrality, and 1191 for the random attack scenario.
Finally, for each centrality measure, we identified the top-10
nodes (i.e. Twitter accounts). This resulted in a set of 18 unique
users who play a key role in the network. An examination that
took place 10 days after the dataset contruction showed that
14 accounts had already been suspended by Twitter, while one
posted a link that appears to be an (official) ISIS “publications”
propaganda page. In most cases (10 out of 14), the suspension
had actually taken place within 72 hours of the creation of the
account. This indicates the relevance of our dataset to terrorism
and also the volatility of these communities given Twitter’s
efforts to remove accounts that promote such material.

IV. CONCLUSION

This work addressed the key player identification task in
terrorist social media networks. Using terrorism-related key-
words, we created a social network of Twitter users, aiming
at the efficient identification of the most influential accounts
in the Caliphate State propaganda. A novel centrality measure
was proposed (MEB), which is able to destroy the connectivity
faster than other centrality measures in the largest part of the
targeted attacks. We plan to assess the combination of MEB
centrality with other prominent centralities in other terrorism-
related networks to efficiently determine influential accounts.
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